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735.00 PURPOSE/POLICY

The purpose of this Standard Operating Procedure is to establish a uniform policy and
procedure as it relates to the operation and use of Automated License Plate Readers
(ALPR). It is the policy of the Milwaukee Police Department that all members granted
access to ALPR data or systems strictly abide by the guidelines set forth within this

policy.

735.05 DEFINITION OF TERMS

Automated License Plate Reader (ALPR) - means a system consisting of one (1) or
more cameras and related equipment that:

1.

Automatically and without direct human control locates, focuses on, and
photographs license plates and vehicles that come into range of the device.
The system has the ability to capture quality images in a variety of settings
including darkness, oncoming headlights, bright sunlight, low sunlight, deep
shadows and glare.

Automatically converts digital photographic images of scanned license plates
into electronic text documents utilizing Optical Character Recognition (OCR)
technology;

Is capable of comparing scanned license plate text data with data files for
vehicles on a BOLO list programmed into the device’s electronic memory; and

Notifies police members, by an audible and visual alert, when a scanned
license plate matches the license plate on the programmed BOLO list.

The term ALPR includes both devices that are placed at a stationary location
(whether permanently mounted or portable devices positioned at a stationary
location} and mobile devices affixed to a police vehicle and capable of
operating while the vehicle is in motion.

Authorized User - means a sworn or civilian member of the department who has been

authorized by the Chief of Police or designee, to operate an ALPR or to access and use
ALPR stored data, and who has successfully completed training provided by the
department regarding this directive.
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BOLO (Be on the Lookout) or BOLO Situation - refers to a determination by a law
enforcement agency that there is an articulable and specific law enforcement reason to
identify or locate a particular vehicle, or, in the case of a post-scan BOLO, there is an
articulable and specific reason to ascertain the past location(s) of a particular vehicle..

A.

C.

BOLO List - (also known as a hot list) is a compilation of one or more license

plates, or partial license plates, of a vehicle or vehicles for which a BOLO situation
exists that is programmed into an ALPR so that the device will alert if it captures the
image of a license plate that matches a license plate included on the BOLO list.
The term also includes a compilation of one or more license. plates, or partial
license plates that is compared against stored license plate data that had
previously been scanned and collected by an ALPR, including scanned license
plate data that is stored in a separate data storage device or system.

1. Initial BOLO List - refers to the BOLO list that was programmed into an ALPR
at the time that the device was being used to scan license plates in the field.

2. Post-Scan BOLO List - refers to a BOLO list that is compared against stored
data collected by an ALPR, including scanned license plate data that has been
transmitted to another device or data storage system.

Crime _Scene Query - refers to the process of accessing and reviewing stored
ALPR data that had been originally scanned at or about the time and in the vicinity
of a reported criminal event for the purpose of identifying vehicles or persons that
might be associated with that specific criminal event as suspects, witnesses, or
victims.

Criminal Event - means a specific incident, or series of related specific incidents,

that would constitute a crime under the laws of the State of Wisconsin, whether or
not the incident(s) have occurred or will occur within the State of Wisconsin. The
term includes an attempt or conspiracy to commit a crime, or actions taken in
preparation for the commission of the crime, such as conducting a surveillance of
the location to identify and evade or thwart security measures, or conducting a
rehearsal of a planned crime. The term includes two or more separate criminal
acts or episodes that are linked by common participants or that are reasonably
believed to have been undertaken by a criminal organization or as part of an
ongoing conspiracy.

Crime Trend Analysis - refers to the analytical process by which stored ALPR
data is used, whether alone or in conjunction with other sources of information, to
detect crime patterns by studying and linking common elements of recurring
crimes; to predict when and where future crimes may occur; and to link specific
vehicles to potential criminal or terrorist activity. The term includes an automated
process in which a computer program analyzes stored data to identify potentially
suspicious activity or other anomalies involving one or more scanned vehicles and
where such automated analysis is done without disclosing personal identifying
information about any individual to an authorized user or any other person except
as may be authorized pursuant to 735.55 or 735.60 of this directive.
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E.

IT Administrator(s) - means one or more members assigned by the Chief of
Police to oversee and administer the Information Technology (IT) aspect of ALPR
program. '

Program Administrator(s) - means one or more members assigned by the Chief
of Police to oversee and administer or to assist in overseeing and administering the
department’s use of ALPRs and stored ALPR data.

G. Personal Identifying Information — means information that, alone or in conjunction

H.

J.

with other information, identifies an individual, including but not limited to such
individual’s name, date of birth, address, phone numbers, social security number,
vehicle operator's license or ID numbers, financial accounts, or biometric records.
The term includes personal identifying information that is included within the data
comprising a BOLO list, as well as personal identifying information that is learned
by checking a license plate scanned by an ALPR against the WI Department of
Transportation (DOT) database or any other data system that contains personal
identifying information.

Post-Scan BOLO Query - refers to the process of comparing a post-scan BOLO list
against stored ALPR data.

Scan - refers to the process by which an ALPR automatically focuses on,
photographs, and converts to digital text the license plate of a vehicle that comes
within range of the ALPR.

Stored Data - refers to all information captured by an ALPR and stored in the
device’s memory or in a separate data storage device or system. The term includes
the recorded image of a scanned license plate and optical character recognition
data, a contextual photo (e.g. a photo of the scanned vehicle and/or occupants),
global positioning system (GPS) data (when the ALPR is equipped with a GPS
receiver) or other location information, and the date and time of the scan. The term
applies to both alert data and non-alert data that has been captured and stored by
an ALPR or in a separate data storage device or system.

1. Alert Data - means information capiured by an ALPR relating to a license plate
that matches the license plate on an initial BOLO list or a post-scan BOLO list.

2. Immediate Alert - refers to an alert that occurs when a scanned license plate
matches the license plate on an initial BOLO list and that is reported to the
officer operating the ALPR, by means of an audible alarm or by any other
means, at or about the time that the subject vehicle was encountered by the
ALPR and its license plate was scanned by the ALPR.
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3. Non-Encounter Alert - refers to an immediate alert where the officer operating
the ALPR is instructed to notify the agency that put out the BOLO without
initiating an investigative detention of the subject vehicle or otherwise revealing
to the occupant(s) of that vehicle that its location has been detected or that it is
the subject of law enforcement attention (e.g. a Violent Gang or Terrorist
Organization File (VGTOF) alert).

735.15 GENERAL

A.

C.

ALPR and the data that are collected by these devices stored for future use shall
only be used in accordance with the manufacturer's use manual and this directive.

1. ALPRs and ALPR-generated data shall only be used for bona fide law
enforcement purposes.

These procedures apply to any ALPR data that is collected by another law
enforcement agency and provided to this agency or collected by this agency and
provided to ancther law enforcement agency.

An ALPR and data generated by an ALPR shall only be used for official law
enforcement business and should be interpreted and applied to achieve the
following objectives:

1. To ensure that BOLO lists that are programmed into the internal memory of an
ALPR or that are compared against stored ALPR data are comprised only of
license plates that are associated with specific vehicles or persons for which or
whom there is an articulable law enforcement reason to identify and locate or
for which there is a legitimate and documented law enforcement reason fo
determine the subject vehicle’'s past location(s) through the analysis of stored
ALPR data;

2. To ensure that data that is captured by an ALPR can only be accessed by
appropriate law enforcement personnel and can only be used for articulable,
specified, and documented law enforcement purposes;

3. To permit a thorough analysis of stored ALPR data to detect crime and protect
the homeland from terrorist attack while safeguarding the personal privacy
rights of motorists by ensuring that the analysis of stored ALPR data is not used
as a means to disclose personal identifying information about an individual
unless there is an articulable and documented law enforcement reason for
d[sclosmg such personal lnformat:on to a law enforcement officer or civilian
crime analyst; and

4. To ensure that stored ALPR data are purged after a reasonable period of ﬁme
so as to minimize the potential for misuse or accidental disclosure.
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D.

ALPR shall be used in a consistent manner to assist department members in
accomplishing its mission in homeland security, suspect interdiction, stolen property
recovery, detection of crime, enforcement of Wisconsin State law and City of
Milwaukee ordinances, identification of stolen vehicles, stolen license plates, wanted
and missing persons, AMBER Alert assistance, crime prevention and other traffic
related matters.

Information obtained through ALPR use shall only be released or disseminated in
accordance with applicable State Statutes, and applicable Court Rules.
Unauthorized release of any information obtained through an ALPR is subject to
criminal, civil, and administrative sanctions.

ALPR is more than an enforcement tool. ALPR should be deployed to capture the
license plates of vehicles in the area of a major crime or an area of repeated minor
offenses. Captured data can be analyzed and utilized in criminal investigations or in

the assignment of staffing based on empirical data.

The Program Administrator(s) shall:

1. Provide or oversee the fraining of all sworn and civilian members who are
authorized to operate an ALPR or to access or use ALPR stored data;

2. Review and approve requests to access and use stored ALPR data to conduct
crime trend analyses and/or to access personal identifying information based
upon crime trend analyses; and

3. | Ensure compliance with this directive.

The Chief of Police or designee shall designate all authorized users. No department
member will be authorized to operate an ALPR, or access or use ALPR stored data,
unless the department member has received training by the department on the
proper operation of these devices, and on the provisions of this directive.

Any department member who knowingly violates this directive shall be subject to
discipline.

1. Investigations into violations of this directive shall be conducted in accordance
with internal affairs procedures.

735.20 DEPLOYMENT AND USE OF ALPR EQUIPPED VEHICLES

A.

Sworn or civilian members of the department may operate an ALPR or access or
use ALPR stored data only if the member has been designated as an authorized
user and has received training from the department on the proper use and operation
of ALPRs, and the requirements of this directive.
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B.

Members must ensure that the camera lenses are free from obstructions before
operation. Members may remove obstructions such as snow, mud, paper, etc, but
under no circumstances are the camera lenses to be wiped with anything other than
glass cleaner or mild soap and water and a clean, soft, non-abrasive cloth.

ALPR equipped vehicles shall not be washed in automated car washes. ALPR
equipped vehicles must be hand washed. Additionally, the use of harsh chemicals
and/or brushes must be avoided. Not following this guideline will void the camera
system warranty.

Any damage to the ALPR system must be immediately reported to a supervisor.
The supervisor will investigate, if necessary, and wili report the damage to the
supervisor's commanding officer, the Program Administrator and call the |T Help
Desk at extension 7290 to generate a service ticket.

If an ALPR system malfunctions, it will be verbally reported to a supervisor and the
reporting member will call the IT Help Desk at extension 7290 to generate a service
ticket.

Members authorized to use ALPR shall ensure that the system is operating properly
every time the vehicle is used for patrol.

Members using an ALPR equipped vehicle wili ensure the ALPR system has been
loaded with the most current hot list available.

Some ALPR operators will be designated as Super Users and may be called upon
by the Program Administrator to assist with the training of new operators,
troubieshooting problems with ALPR, helping co-workers understand the value of
the ALPR system and to suggest improvements to the ALPR program.

ALPR equipped vehicles should avoid becoming involved in vehicle pursuits
whenever possible. In the event an ALPR equipped vehicle is involved the vehicle
operator will:

1. Notify the dispatcher that they are in an ALPR equipped vehicle.

2. Request a marked black and white police vehicle to take over the pursuit as soon
as practical.

3. Only continue to pursue or assist in a pursuit when approved to do so by a field
supervisor. Supervisors shall consider the tfotality of the circumstances when
app_roving ALPR vehicles to engage in, assist, or remain in a pursuit.

735.25 MAINTENANCE OF RECORDS AND AUDITING

A

The Program Administrator(s) shall maintain a written or electronic record that
documents the following information:
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1. The identity of all authorized operators;

2. Whether any ALPR data was transferred to any other database or data storage
device or system. :

B. The IT Administrator(s) shall maintain a written or electronic record that documents

E.

the following information:

1. Whether any ALPR data was transferred to any other database or data storage
device or system.

The Program Administrator(s) shall maintain a record of all access to stored ALPR
data. The department’'s ALPR data record keeping system, which may be
automated, shall document the following information:

1. The date and time of access, and in the case of access to stored non-alert data,
the type of access authorized (e.g., post-scan BOLO query, crime scene query,
or crime trend analysis); :

2. The authorized user who accessed the stored data;
3. Whether an automated software program was used to analyze stored data;

4. The desighated supervisor who reviewed and approved any disclosure of
personal identifying information based upon crime trend analysis when such
approval is required;

5. The Program Administrator who approved any use of an automated crime trend
analysis computer program that would automatically alert and disclose personal
identifying information;

6. Any other information required to be documented.

All written or electronic records of ALPR activity and access to ALPR data shall be
maintained by the department and shall be kept in a manner that makes such
records readily accessible to any person authorized to audit the use of ALPRs and
ALPR-generated data. If an automated system is used to record any information
that is required to be documented pursuant to this directive, it shall not be necessary
to maintain duplicate records of any events or transactions that are documented by
the automated record-keeping system.

All stored data and required documentation and decisions shall be kept in a place
and in a manner as to facilitate a review and audit of the department's ALPR
program.

The Program Administrator(s) are responsible for the periodic review of this directive
and recommend any changes to this directive as required.
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G. An internal audit of the ALPR program will be done at least once a year by the
Inspections component of the Office of Management Analysis and Planning.

735.30 CONTENT AND APPROVAL OF BOLO LISTS

A. A license plate number or partial license plate number shall not be included in an
ALPR Initial BOLO list unless there is an articulable and specific law enforcement
reason to identify or locate that particular vehicle or any person or persons who are
reasonably believed to be associated with that vehicle.

B. A license plate or partial license plate number shall not be included in a Post-Scan
BOLO list unless there is an articulable and specific law enforcement reason to
ascertain the past locations(s) of that particular vehicie or of any person or persons
who are reasonably believed to be associated with that vehicle.

C. Examples of articulable and specific reasons include, but are not limited to:

1.
2.

10.

Persons who are subject to an outstanding arrest warrant;
Missing persons;

Amber Alerts;

Stolen vehicles;

Vehicles that are reasonably believed to be involved in the commission of a
crime; ‘

Vehicles that are registered to or are reasonably believed to be operated by
persons who do not have a valid operator’s license or who are on the revoked
or suspended list;

Vehicles with expired registration or other registration violations under WI state
statute Chapter 341;

Persons who are subject to a restraining order or curfew issued by a court, or
who are subject to any other duly issued order restricting their movements;

Persons wanted by a law enforcement agency who are of interest in a specific
investigation, whether or not such persons are themselves suspected of criminal
activity; and

Persons who are on any watch list issued by a city, state or federal agency
responsible for homeland security.
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D. BOLO list information may be downloaded in batch form from other databases,

including but not limited to the National Crime Information Center (NCIC), National
Insurance Crime Bureau, United States Department of Homeland Security, and the
Wisconsin Department of Transportation database.

An initial BOLO list may be revised at any time. In the event that an initial BOLO list
is constructed, in whole or in part, with sets of data downloaded from anocther
database, so as to account for any changes that may have been made in the data
maintained in those other databases, updates to the initial BOLO list shall, in the
case of a mobile unit attached to a police vehicle, be made at the start of each shift,
and in the case of an ALPR positioned at a stationary location, be made as
frequently as is practicable, and on not less than a daily basis. Information
concerning any license plate that is referenced in an Amber Alert which effects
Southern Wisconsin shall be added to the initial BOLO list as expeditiously as
possible, and shall remain in the initial BOLO list until the Amber Alert expires or is
withdrawn.

When practicable, the reason for placing a vehicle on BOLO list shall be included
with the BOLO and shall be disclosed to the member who will react to an immediate
alert. If for any reason a member reacting to a high alert should not initiate an
investigative detention (e.g., where the license plate was included in the BOLO list
because the department or any other agency wanted to be notified of the location of
the subject vehicle without alerting the driver/occupants that they are the subject of
taw enforcement attention, such as in the case of Violent Gang or Terrorist
Organization File (VGTOF} alert), to the extent feasible, the information attached to
the license plate on the BOLO list shall be entered in such a way as to cause the
ALPR to clearly designate a high alert as a non-encounter alert, and shall provide
specific instructions to the officer as to who to notify of the alert.

735.35 ACTIONS IN RESPONSE TO AN ALERT '.

A. When police members operating an ALPR equipped vehicle receive an alert, the
police member must visually verify the license plate on the vehicle and confirm its
wanted status through NCIC/DOT/CIB. The wanted vehicle/plate database in the
ALPR unit is not in realtime and this step is necessary to confirm that the
vehicle/plate is still wanted and the plate was read properly. Once verified, police
members shall take such action in response to the alert as is appropriate in the
circumstances.

NOTE: Police do not have reasonable suspicion to justify a stop based on a
computer check that shows that the operator’'s license of the
registered owner of the vehicle is suspended unless the driver
-generally matches the owner’s physical description (e.g., age and
gender).
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B. A police member reacting to an alert shall consult the database to determine the
reason why the vehicle had been placed on the BOLO list and whether the alert has
been designated as a non-encounter alert. In the event of a non-encounter alett,
the police member shall follow any instructions included in the alert for notifying the
law enforcement or homeland security agency that had put out the BOLO.

C. Police members will enter the proper ALPR disposition code for all in-custody arrests
due to actions faken from an ALPR alert, all stolen autos that are recovered and
cleared as a result of an ALPR hit and for any other ALPR hits which police action
was taken. The disposition codes are imperative for tracking purposes and must be
entered prior to the end of the member’s shift.

735.40 REPORTING ALPR ALERTS IN CITATIONS AND REPORTS

All citations issued or incident and arrest reports written which were the direct result of
an ALPR system notification shall contain the following statement:

“The vehicle was initially brought to my atfention via the use of an automated license
plate recognition system. | visually verified the license plate of the vehicle in question
and checked it through an NCIC computer check to confirm it was a wanted vehicle.”

735.45 SECURITY OF STORED ALPR DATA

A. All ALPR stored data shall be kept in a secure data storage system with access
restricted to authorized persons. Access to this stored data shall be limited to the
purposes described in 735.55 of this SOP.

B. Stored ALPR data shall be maintained electronically in such a manner as to
distinguish alert data from non-alert data so as to ensure that access to and use of
non-alert data and any disclosure of personal identifying information resulting from
the analysis of non-alert data occurs only as authorized pursuant to 735.55 of this
SOP. Positive alert data may, as appropriate, be transferred to the appropriate
active investigation file and if appropriate be placed into evidence in accordance
with the department’s evidence and/or records management procedures.

735.50 LIMITATIONS ON ACCESS TO AND USE OF STORED ALPR DATA

A. Authorized users may access and use stored ALPR Alert Data as part of the
criminal investigation process. This includes individual active cases, as well as
fugitive apprehension, warrant service, the recovering of stolen vehicles and other
anti-crime tactics. :

1. Arecord shall be made of all access to ALPR data, which may be an automated
record that documents the date of access and the identity of the authorized
user.
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2. An authorized user does not need to obtain approval from the Chief of Police or
designated supervisor for each occasion on which he or she accesses and uses
stored ALPR data. Once positive alert data has been accessed and transferred
to an investigation file, it shall not be necessary thereafter to document further
access or use of that data pursuant to this directive.

B. Access to and use of stored Non-Alert ALPR Data is limited to the following three
purposes:

1. A post-scan BOLO query;
2. A crime-scene query; and
3. Crime trend analysis.

C. An authorized user does not need to obtain approval from the Chief of Police or a
designated supervisor for each occasion on which he or she accesses and uses
stored non-alert data pursuant to this directive.

D. Post-Scan BOLO Query |

1. Authorized users are authorized to compare a post-scan BOLO list against
stored ALPR data where the results of the query might reasonably lead to the
discovery of evidence or information relevant to any active investigation or
ongoing law enforcement operation, or where the subject vehicle might be
placed on an active initial BOLO list.

Example: An authorized user may review stored non-alert data to
determine whether a specific vehicle was present at the time
and place where the ALPR data was initially scanned for the
purpose of confirming or dispelling an alibi defense, or to
develop lead information for the purpose of locating a specified
vehicle or person. Authorized users may also check stored
data to determine whether a vehicle that was only recently
added to an initial BOLO list had been previously observed in
the jurisdiction before it had been placed on an initial BOLO list.

E. Crime Scene Query
1. Authorized users are permitted to access and use stored non-alert data where

such access might reasonably lead to the discovery of evidence or information
relevant to the investigation of a specific criminal event.

a. If an investigator has reason to believe that a specific person or vehicle was
at or near the location of the specific crime at the time of its commission,
non-alert stored data might also be examined as part of post-scan BOLO

query.
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2.

A crime scene query may not be conducted to review stored non-alert data
based on general crime patterns (e.g. to identify persons traveling in or around
a high crime area), but rather is limited to situations involving specific criminal
events. '

The crime scene query of non-alert stored data shall be limited in scope to
stored non-alert data that is reasonably related to the specified criminal event,
considering the date, time, location, and nature of the specified criminal event.
Examples:

a. A crime that reasonably involves extensive planning and possible rehearsals,
such as a terrorist attack, would justify examining stored non-alert data that
had been scanned and collected days or even weeks or months before the
criminal event, and that may have been scanned at a substantial distance
from the site of the crime or intended crime (e.g., at any point along a
highway leading to the intended crime site).

b. A spontaneous crime, in contrast, might reasonably justify examination of
stored non-alert data that was scanned and collected on or about the time
of and in closer physical proximity to the criminal event.

The authorized user shall document the specific crime or related crimes
constituting the criminal event and the date(s) and location(s) of the specific
crime(s).

F. Crime Trend Analysis

1.

An authorized user may access and use stored non-alert data for purposes of
conducting crime trend analyses when such access and analyses are approved
by a designated supervisor and where such analyses are undertaken to
produce analytical products that are intended to assist the agency in the
performance of its duties.

a. A designated supervisor may authorize one or more authorized users to
conduct a method or methods of crime trend analysis on a repeated or
continuous basis, in which event such authorization shall remain in force
and effect unless and until modified or rescinded by the supervisor.

b. A designated supervisor may also approve the use of an automated
software program to analyze stored data to look for potentially suspicious
activity or other anomalies that might be consistent with criminal or terrorist
activity.

Crime trend analyses of stored non-alert data, whether automated or done
manually, shall not resuit in the disclosure of personal identifying information to
an authorized user or any other person unless:
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a. The department can point to specific and articulable facts that warrant
further investigation of possible criminal or terrorist activity by the driver or
occupants of a specific vehicle (e.g. unusual behavior consistent with the
modus operandi of terrorists or other criminals), and access to the personal
identifying information based on those specific and articulable facts has
been approved by the Program Administrator. Such approval may be given
by a designated supervisor in ‘advance when the crime trend analysis
reveals the existence of specified suspicious circumstances that would
warrant further investigation and that would justify disclosure of personal
identifying information to the authorized user conducting the analysis under
the specific and articulable facts that warrant further investigation standard
of proof. The supervisor shall document any and all specified suspicious
circumstances for which disclosure of personal identifying information is
pre-approved if those suspicious circumstances are revealed by authorized -
crime trend analysis. When an automated crime trend analysis computer
program is used, specified suspicious circumstances that would warrant
further investigation and that would justify disclosure of personal identifying
information to an authorized user may also be pre-approved by a
designated supervisor and built into the computer program so that if the
program identifies the existence of the pre-determined suspicious
circumstances, it will automatically alert the authorized user of the
suspicious activity and provide to him/her the relevant personal identifying
information in accordance with the specific and articulable facts that warrant
further investigation standard of proof; or

b. Disclosure of personal identifying information concerning any vehicle plate
scanned by the ALPR is authorized by court subpoena.

Nothing in this section shall be construed to prohibit a computer program from
accessing and comparing personal identifying information of one or more
individuals who are associated with a scanned vehicle as part of the process of
analyzing stored non-alert data, provided that such personal identifying
information is not disclosed to a person unless the specific and articulable facts
that warrant further investigation standard is satisfied. The specific and
articulable facts that warrant further investigation standard applies only to the
crime trend analysis of non-alert data and nothing in this Section shall be
construed to limit disclosure of personal identifying information of a person who
is the registered owner of a vehicle that is on an initial or post-scan BOLO list.

The authorized user accessing stored non-alert ALPR data for purposes of
conducting crime trend analysis shall document:

a. The nature and purpose of the crime trend analysis;

b. The persons who accessed stored non-alert ALPR data for use in
conducting that analysis; and

¢. The designated supervisor who approved access to ALPR non-alert data.
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5. In any instance where personal identifying information is disclosed based upon
crime trend analysis of stored non-alert data, the authorized user shall
document the specific and articulable facts that warrant further investigation and
the designated supervisor who reviewed those facts and approved the
disclosure of personal identifying information, or who pre-approved disclosure of
personal identifying information based upon specified circumstances identified
by an automated crime trend analysis computer program, or, where applicable,
the fact that access to personal identifying information was authorized by a
grand jury subpoena.

735.55 SHARED LAW ENFORCEMENT ACCESS TO STORED ALPR DATA (WILEAG 10.2.1)

A. ALPR data obtained in conformance with this directive can be accessed and. used
by this agency and may be shared with and provided to any other law enforcement
agencies.

B. Stored ALPR data may be combined with ALPR data collected by two or more law
enforcement agencies (e.g., collection of stored data by the Wisconsin ALPR
Association); provided that such aggregated data shall only be retained, accessed,
and used in accordance with Wisconsin State Statutes and this directive.

C. When ALPR data is made accessible to or otherwise shared with or transferred to
another law enforcement agency, a Program Administrator shall document the
identity of the other agency and the specific member (sworn or civilian) of that
agency who were provided the information.

D. When the transfer of stored ALPR data is performed periodically as part of a system
for aggregating data collected by two or more law enforcement agencies (e.g., the
scheduled and routine transmittal of data to the Wisconsin ALPR Association), each
agency contributing data to the combined database shall maintain a record of the
data transfer, which may be an automated record, and shall have and keep on file a

- memorandum of understanding (MOU) or agreement or other memorialization of the
arrangement for maintaining and populating a database comprised of stored ALPR
data collected by multiple law enforcement agencies. Any agency provided with
access to or use of the ALPR data collected this agency shall comply with all
applicable provisions of this directive concerning stored ALPR data and disclosure
of personal identifying information. '

735.60 RELEASE OF ALPR DATA - NON-LAW ENFORCEMENT PERSONS OR AGENCIES
(WILEAG 10.2.1)

A. The Miwaukee Police Department considers stored ALPR data criminal
investigatory records and all records are for official use only. Data shall not be
shared with or provided to any person, entity, or government agency, other than a
law enforcement agency, unless such disclosure is authorized by a subpoena or
court order, or unless such disclosure is required by the Rules of Court governing
discovery in criminal matters.
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1. [Investigations into violations of this directive shall be conducted in accordance
with Internal Affairs procedures.

EAF:djw

EDWARD A. FLYNN
CHIEF OF POLICE




